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Modern cases of fraud often begin with the compromise of email accounts, known as Business
Email Compromise (BEC). In these attacks, attackers monitor email communications and infiltrate
internal business processes. The result: the distribution of tampered invoices or payment informa-
tion within the company or to customers and suppliers.

WARNING SIGNS OF POTENTIAL PAYMENT FRAUD TYPICAL TACTICS USED BY ATTACKERS

A supplier sends an email notifying you of new
bank account information.

Pressure is applied to make the payment soon or
immediately.

The change is described as urgent or confidential

Any questions should be answered exclusively via

email.

The supplier is based abroad, and the new bank
account is located in another country.

Employees suddenly receive payment instructions
from managers or business partners.

Never accept changes
to bank account
information via email
alone

Every change should
be verified through a
second, independent
communication
channel, such as by
phone using a number
you already know.

An email account is often compromised through

phishing attacks.

The attacker monitors communications.

Suppliers, projects, and payment processes are

analyzed.

An existing invoice is specifically manipulated.

The bank account information is replaced.

New inbox rules are created to conceal the

communication.

Inquiries are answered directly from the
compromised email account.

The payment ends up in the attackers’ account

HOW TO PROTECT YOUR COMPANY

Implementing the
Dual-Control Principle
correctly

If both individuals
read the same email
and trust the same
source, the dual-
control principle does
not provide sufficient
protection. Verification
must take place
through an independ-
ent channel.

Implement Phishing-
Resistant Login
Modern authentication
methods, such as
FIDO2 security keys or
passkeys, make it
significantly more
difficult to hijack user
accounts.

Check Mailbox Rules
Forwarding rules or
automatic deletion
rules in mailboxes
may be a sign that
the account has been
compromised.

Through our incident response hotline and incident response retainer, we help companies analyze,
contain, and conduct forensic investigations of security incidents. This ensures that affected
organizations can quickly access experienced specialists in the event of an emergency.
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