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is affected and
business impact

PREPARATION — BEFORE ANYTHING HAPPENS

A written incident response plan with named
roles and 24/7 contacts (IT, management,
legal, comms, external IR partner).

Know where your crown jewels are: the data

and the systems the business can’t run without.

Continuous monitoring: central logging plus an
active SOC / MXDR service alerting and acting
24/7.

Backups kept offline or immutable, and tested
by actually restoring them.

An out-of-band way to communicate if email /
chat can't be trusted.

HAVE THIS READY WHEN YOU CALL

What Who

discovered and
reported it

Non-urgent: csirt@basevision.ch

Under attack? Call us early, before it grows out of control.

FIRST RESPONSE — BEFORE HELP ARRIVES
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DO

e Write it down: what
you saw, when, and
every action taken.

¢ Involve us early, ideally
before major changes,
while evidence is still
intact.

* Preserve, don't clean
up: Leave systems on;
don't delete or reinstall
yet.

¢ Mind privileged logins
and never sign in with
admin / domain
accounts on a suspect
system.

Where

was it first first
seen / located

DON'T

Don't panic: Avoid
rushed decisions and
follow your plan.
Don't power off: You
lose evidence in
memory (isolation or
disconnecting can be
an option, decided
together).

Don't wipe or rebuild
before the incident is
understood.

Actions

already
taken

¢ Business impact: can staff still work, are customers or services affected, are suppliers involved?
* Status so far: what's already been done, who's been informed, and is anything public yet?
+ Any regulatory clock running? (e.g. NCSC, NIS2, FINMA, GDPR...)
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GETTING BACK TO NORMAL

* Restore from known—-good backups; rebuild where integrity is uncertain.
* A short hyper-care phase to watch for the adversary returning.

+ A blameless review to fix the root cause.
+ Share indicators of compromise with partners & authorities (e.g. NCSC).

Scoping Call
We build the situational
picture with you and

lay out a plan.

WHAT HAPPENS THE MOMENT YOU CALL US

Investigation
We deploy forensic
tooling and identify

compromised assets.

Contain & Eradicate
We stop the adversary
with controlled,

agreed actions.

Recover & Report
We guide recovery
and deliver a clear

incident report.



